#BKDSR

KENORA DISTRICT SERVICES BOARD

HOUSING SOLUTIONS INFORMATION SYSTEM
CONFIDENTIALITY AND USER AGREEMENT

Background: The By-Name List (BNL) is a real-time list of all people experiencing homelessness in the
community. It records information at the level of the individual and can provide system-level aggregate
data such as inflows and outflows to homelessness, and number of active homeless individuals in the
community. The BNL will be managed in the Homeless Individuals and Families Information System
(HIFIS), an electronic client information management system. Together, the BNL and HIFIS make up
the Housing Solutions Information System (HSIS). The system facilitates the connection of services and
supports for homeless individuals and is the foundation of the Coordinated Access (CA) system.

| am an employee of . | acknowledge that my
employer has arranged for me to be granted access to the Coordinated Access Housing Solutions
Information System (HSIS), used to collect, share, and report on client information.

In recognition of the confidential nature of the information related to Coordinated Access (CA) HSIS
(HIFIS and the BNL), | understand and agree as follows:

1. | will access the information only in the normal course of fulfilling my employment duties and
will only access information which is required in order for me to do my job. | will respect the
privacy, confidentiality, and security of the Kenora District Services Board HSIS.

2. 1 will ensure client information is not accessible to or stored in, the public domain, realizing the
information is confidential and personal and could reasonably be retraced to a specific
individual.

3. | will not divulge client information to anyone other than to persons who are authorized to
receive the information, in accordance with the policies and procedures provided to me by
KDSB and/or my employer.

4. | will use HSIS, and collect, use, and disclose client information, only in accordance with the
policies and procedures provided to me by KDSB and/or my employer.

5. | will take reasonable precautions regarding the protection of client information. This includes
the following:

a) | will protect my HIFIS login password;

b) | will not share my HIFIS login password;

c) | will not leave client information unattended on my computer screen; and

d) | will not save my HIFIS login password if prompted to do so by the browser on a shared
computer.

6. | agree to keep completed HSIS forms in a locked cabinet or drawer in an area that is only
accessible by staff who have also signed this User Agreement. During transportation of
completed forms, | agree to keep information and forms in my immediate personal possession
in an envelope marked “CONFIDENTIAL” which is also labelled with the name and address of
the Coordinated Access Team at the KDSB, in case of loss.

7. 1 willimmediately cease access to HSIS at KDSB’s and/or my employer’s request.
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8. | will immediately notify KDSB if | believe there has been a privacy breach. Most common
privacy breaches happen when personal information of clients is stolen, lost, or mistakenly
disclosed.

9. | acknowledge that KDSB will regularly monitor access to HSIS information, and that this may
include the review of my assessments and intakes.

10. | agree to take any privacy or other related training required by KDSB and/or my employer.

11.1 understand that my privilege will be revoked without further notice to me, if | do not adhere to
and comply with this CONFIDENTIALITY AND USER AGREEMENT and agree that a breach
of this oath is just cause for termination of my affiliation with the KDSB HSIS.

12. 1 will accurately record information as provided by the client in HIFIS. If | am unsure about
something HIFIS-related or have questions, | will contact the HSIS Lead/Coordinated Access
Team to have my questions resolved. | will report any incorrect entries which | cannot resolve
myself.

13.1 am responsible for any information or records that are entered or deleted in HIFIS using my
User ID and password.

Employee Name: Signature:
Position/Job Title: Date:
Phone: Email:
Manager/Supervisor: Signature:
Job Title: Date:

Mail completed form to: KDSB Coordinated Access Team — 20 King Street, Dryden, Ontario, P8N 1B3

OR Email to: bynamelist@kdsb.on.ca

e HSIS Lead: Josee Mantle, jmantle@kdsb.on.ca, (807) 223-2100 Ext. 2224
e HSIS Data Lead: Innis Brodhagen, ibrodhagen@kdsb.on.ca, (807) 223-2100 Ext. 2482
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